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1 ®opmbI TeKy1IEr0 KOHTPOJIS 1O JUCIUTITIHHE
HuctummHa «HDOKOMMYHUKAIIMOHHBIE CHCTEMBI W CETW» H3ydaeTcs Ha 2
Kypce npu ouHO# opMe 00ydeHHsI U BKIIIOYAET B ceOsl clenyromue popMbl TEKYIIEro

KOHTPOJISA: cOOECeI0BaHMS, TECThI U MPAKTUYECKUE PAOOTHI.

2 OueHoOYHbIE CPeCTBA /51 TEKYIIEero KOHTPOJIA

OueHounsle  cpeacTBa  JJIsi  TEKYWIEr0  KOHTPOJSI MO  JUCIUIUJIMHE
«MH)OKOMMYHHUKAITMOHHBIE CUCTEMBI U CETH» IIPU OUHOM (popMe 00yUueHusl.
Tabmumna 1
OHGHO‘—IHBIG cpeacTBa AJisl TCKYHICTO KOHTPOJIA
(ounas popma oOyueHus)
HaumenoBanue pasnena u TeMbl dopma
OneHoYHbBIC
No /i1 TEKYIIErO
KOHTPOJIA Cpeacrsa
1. |Tema 1. BBegeHue. Tononornyeckme moaenu noctpoerHua | [luceMeHHOE
. IIposepka
certei. JIOMallHEee
3aJaHUs
3aJaHHUE
2. |Tema 2. AnnapaTHble cpeacTsa NOCTPOEHUA ceTeil. ITucemennoe |I[IpoBepka
JOMAIIIHEE  (3aJaHMs
3aJaHUE
3. [Tema 3. MeTtoapl mapLupyTm3aumm MHGOPMaLMOHHbIX ITucemennoe |I[IpoBepka
NoOTOKOB JOMalHee 3a1aHUA
3aJaHUE
4. |(Tema 4. MeToabl KOMMYTaLMUU MHPOPMALUN. ITucemennoe |I[IpoBepka
MpOoTOKONbHbIE peanm3auuiu. JIOMalllHee  |3aJaHus
3aJaHUE
5. |Tema 5. CeTeBble cnybbl. IIncemennoe (IIposepka
JOMAaIIHEE  |3aJaHus
3aaHUE
6. |Tema 6. 3BontoUMA MOSENeN U CTPYKTYP [Tucemennoe |IIposepka
MHGOPMALMNOHHbIX ceTel JOMalIHee 3aaHMs
3aJaHHUE
7. |Tema 7. besonacHocTb MHPOPMaLUK. IIncemennoe (IIposepka
JOMAIIIHEE  (3aJaHMs
3aJaHUE
8. |Tema 8. MeToap! oLleHKMN 3dPeKTUBHOCTH ITucemennoe |I[IpoBepka
MHPOPMALMNOHHBIX ceTel. JoMarHee 3aaHMS
3aJaHUE




3 IlepevyeHb KOMIETEHIMI ¢ yKa3aHHeM 3TanoB UX (JOpMUPOBAHUSI B MpoLecce

OCBOECHHS JUCIUILTHHBI

[lepeyeHb KOMIIETEHIIMA W WX COCTABJISIONIMX, KOTOpbIE JIOJDKHBI — OBITh
chopMUpoBaHbl TMPU HU3YYEHUH TEMbl COOTBETCTBYIOIIEIO pasjiena  JTUCIUILUIUHBI
«MH(DOKOMMYHUKAITMOHHBIE CUCTEMBI U CETH», TIPEICTABJICH B Ta0HIIe 2.



[lepeueHb KOMIETEHIIMI U ATAMbl UX (HOPMUPOBAHUS
B IIPOIIECCE OCBOEHUS IMCIUTIIMHbI

Tabmuma 2

HaunmenoBanue pasacia U TEMbI Kon
bopmupyemoii ®opma
Ne /i KOMIICTCHIMH | TEKYILETO
(COCTaBJ’IHIOH.[efI KOHTpO.H;I
KOMITCTCHITHH )
1. |Tema 1. BseaeHue. Tononormyeckne moaenm VK-1, OIIK-1, [IpoBepka
NOCTPOEHMUA CETEN. [1K-1 3a7JaHus
2. |Tema 2. AnnapaTHble cpeacTtsa noctpoeHua cetei. [VK-1, OTIK-1, ([IpoBepka
IIK-1 3aJlaHus
3. |Tema 3. MeToabl MapwpyTn3aLmm VYK-1, OIIK-1, |IIpoBepka
MHPOPMALMOHHbBIX MOTOKOB K-1 3a1aHus
4, |Tema 4. MeToabl KOMMYTaUUKN MHPOPMALUNA. VYK-1, OIIK-1, |IIpoBepka
MpPOTOKO/IbHbIE PeanusaLmu. K-1 3a1aHus
5. |Tema 5. CeTeBble cnybbl. VYK-1, OIIK-1, |IIpoBepka
IIK-1 3aJlaHus
6. |Tema 6. 3BONIOUNA MOAENEN U CTPYKTYP VYK-1, OIIK-1, |IIpoBepka
MHPOPMaLMOHHBIX ceTein TK-1 3aaHus
7. |Tema 7. besonacHocTb MHOPMALUN. VK-1, OIIK-1, |IIpoBepka
IIK-1 3aJlaHus
8. |Tema 8. MeToap! oLeHKM 3dHEKTUBHOCTM VK-1, OIIK-1, |IIpoBepka
MHPOPMALMOHHBIX CeTew. TK-1 3aaHus

4 KoHTpoOJIbHBbIE 32JaHUS UJIH HHbIE MAaTepPHAJIbI, He00X0IUMBbIe 1JIs1 OLleHKHU
3HAHMi, YMeHMii, HABBIKOB M (WJIH) ONbITA [eSITeJHbHOCTH, XaPAKTEPHU3YIOIIHX
Tanbl POPMUPOBAHUA KOMIIETEHINIH B Mpollecce 0CBOCHUS TUCUHUILIMHBI
4.1 OueHo4YHbIE CPEICTBA TEKYIIEr0 KOHTPOJIA
Brnouarom 6 cebs: mecmogvie 3a0anusi mekyueco KOHmMpoas OUCYUNIUHbL UTU

gonpocwl OJisi cobece008arusl, 3a0anus OJisk NPAKMU4ecKux pabom
Tema 1. BBegeHune. Tononornyeckue moaenu nocTpoeHusi CeTemn.
AoMallHee 3aaHue , NpUMepHble BOMPOCHI:
lMoBsTopeHue Tem: NpeameT kypca. OCHOBHbIE NOHATUA MHAOPMALMNOHHLIX ceTen. KpaTkas
ncrtopuyeckas cnpaka. 3HadyeHue Kypca. [NoHsaTMe NHpOpMaLMOHHON BbIYUCTTUTENBHOMN

ceTtn. Knacc

NHdOPMaLMOHHBIX ceTen kak oTKpbITbiX C. Knaccudmkaumns nHpopmMmaumMoHHbIX ceTen.

Oobwue

nonoxeHna. Mogenun n cTpykTypbl MHPOPMaLMOHHbLIX ceTen. Tononornn cetemn
(3Be3pgoobpasHasn,
LUMHHAaZA, KonbLeBas 3Be30000pa3Ho-KonbLEeBast, 38e340006pa3HO?-wnHHag). [locToMHCTBA U
HegOCTaTKN PasnnyHbIX TOMOMOMMYECKUX MOAENEN.

Tema 2. AnnapaTtHble cpeacTBa NOCTPOEHUA CeTeun.



AoMallHee 3ajaHue , NpUMepHbIe BOMPOCHI:
MoBTOpeHne Tem: KOMNOHEHTbI MHpopMaLMOHHbIX ceTen. Obwme nonoxenus. CeTesble
agjanTtepbl.

KaHnanbl cBsa3n. CpaBHUTESNbHbIE XapakTEPUCTUKN afanTepoB M KaHanoB cBA3N. basosas
aTanoHHas

mMoaens MexayHapoaHon opraHmMsaumm ctaHgapToB. PyHKUMOHANbHOE NpeaHasHavyeHme
YPOBHEWN.

TeopeTnyeckme 0CHOBbI COBPEMEHHbBIX MHOPMAaLMOHHbLIX CETEN.

Tema 3. MeTtoabl mapuipyTusaumm MHOPMaLMOHHbLIX MOTOKOB

AoMallHee 3agaHue , NpMMepPHbIE BOMPOCHI:

lMoBTOpeHne TeM: OCHOBHbIE MOHATUSA. ANrOPUTMbI MapLIpyTM3aunmn (0T UCTOYHMKA,
?NaBUHHBIN?,

?no npeablaywemy onbITy?, N 1.4.)

KOHTPOJSIbHas ToYKa , NPUMEpPHbIE BOMPOCHI:

KoHTponbHas Touka no Temam 1-4. NoBTopeHne Tem AnroputmMbl KOMMYyTaLMUN.
KoMMyHMKaLNOHHbIE

noacetun. Anroputm ?MNokpbiBatowero aepesa?. O63op ceTesbix NnpoTokonos. FTP, HTTP,
SMTP,

SNMP, UDP, TCP, IP, IPX, SPX, ARP, Ethernet. MoHOKaHanbHble NOACETU, LIMKNNYECKNE
noaceTtw,

y3noBble noaceTu.

Tema 5. CeTeBble CnyXObl.

AoMallHee 3ajaHue , NpUMepHbIe BOMPOCHI:

lMoBTOpeHne TeM Pornb ceTeBbIX CryX0 B MexXceTeBOM B3anmoaencTemm. CeteBble Cryx0bl
nokanbHbIX 1 rnobanbHbix ceten. DNS, WWW, FTP, WINS, PROXY, SMTP, POP. Mogenb
pacnpeaeneHHon obpadoTku nHhopmauum.

Tema 6. IBonOLMA MoAenen n CTPYKTyp MUHPOPMaLIMOHHbIX CEeTeu.

AoMallHee 3agaHue , NpMMepPHbIE BOMPOCHI:

MoBTOpeHne Tem CeTn ogHOpaHroBble, nepapxudeckmne. [loMeHHas opraHM3auuns ceTemn.
basoBble

PYHKUMOHAsbHbIE NPOdUIIN, MNOSMHbIE PYHKLMOHANbHbIE NPOUNN.

Tema 7. be3onacHocTb HopmaLun.

AoMallHee 3ajaHue , NpUMepHbIe BOMPOCHI:

MoBTopeHne Tem 3awmTa nHdopmaummn B MHTpaneT / UHTepHeT. Mcnonb3oBanue MO Tuna
?firewall?. CeTeBble NporpaMMHble U TEXHUYECKUE cpeacTBa MHPOPMAaLMOHHBIX CETEN.
Tema 8. MeTtoabl oueHkM 3hhpeKTUBHOCTU MHDPOPMALIMOHHbIX CETEN.

KOHTpOsbHasa paboTa , npMMepHbIe BONPOCHI:

KoHTponbHas paboTta no temam 5-8.

4.2 OueHo4YHbIE CPeICTBA MPOMEKYTOUYHOM aTTecTaluu
Brawouaiom 6 ceba: mecmoevie 3a0anus NPOMENCYMOYHOU aAmmecmayuu uiu

80npoChl 015l cobeced08anus, 3a0anus 07 NPaKmuieckux pabom

[MpymepHbIe BONPOCHI K 3a4eTYy:

[MpnmepHbIe BONPOCH!I:

1. AKTyanbHOCTb CO3[aHus N UCMOMb30BaHWS 3TarlOHHOM MOAENN B3aUMOOENCTBUS
OTKPbITbIX

CUCTEMbI, (PYHKLNN YPOBHEWN.

2. ApxuTekTypa B3auMoaencTBUS KOMMOHEHT CUCTEM YNpaBreHns OCHOBaHHbIX Ha
npoToKose

SMNP. Buabl n npegHasHadeHne MexxkoMnoHeHTHbIX SMNP-coobLweHnnn.

3. Buabl n npuHUmnnbl paboTbl NPOKCU-CEPBEPOB.

4. Knaccudukauusa nepegaroimx cpeq, obnactn npuMeHeHns, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKN.



5. KommyTtatopbl. O6nacte npuMeHeHus, pyHKUMn, NnpuHumn padoTtsl. MpuHumn paboThbl

anroputma

"Spanning Tree".

6. Mapwpytunsatopbl. O6nactb NpUMMeHeHUs, PYHKUMN, NPUHLUMN paboTbl.

7. HeobxoammocTtb ucnone3oBaHusa MIB B cuctemax ynpaBneHus ceTeBbIMU YCTPONCTBAMM.

Buabi n

CTpyKTYypbl MIB.

8. ObnacTb NnpumeHeHus ceTeBon TexHonornn Fast Ethernet, metoa goctyna, ycnosus u

0COBEHHOCTU PYHKLMOHMPOBAHUS.

9. O6bnacTb NnpumeHeHus ceTeBon TexHonorum FDDI, meToa goctyna, ycnosus u

ocobeHHOCTU

JYHKUMOHNPOBAHUA.

10. ObnacTtb NpuMeHeHns ceTeBown TexHonorun Gigabit Ethernet, metoa goctyna, ycnosus n

0COBEHHOCTUN PYHKLMOHMPOBAHUA.

11. O6nacTtb npumeHeHns ceTeBbix TexHonornn Ethernet, Token Ring. PackpbiTe meToAabl

aoctyna,

yCrnoBusa 1 0CO6EHHOCTN PYHKLNOHNPOBAHUS TEXHOMOMUN.

12. MNMpoTokon ceteBoro yposHs IP. O6nacTtb npumeHeHunst, OyHKLUUKN, NPUHLMN U

ocobeHHOCTU

paboTbl.

13. NpoTokonbl kaHanbHOro yposHs: Ethernet, ARP. O6nacte npumeHeHus, pyHKumm,

NPUHLMN 1

ocobeHHOCTN paboThl.

14. MNMpoTokonbl MappyTnsaumm. Obnactb NPUMEHEHNA, 0COBEHHOCTU PYHKLMOHNPOBaHUS.
PackpbITe npuHUMn paboTebl Ha Npumepe npoTtokona RIP.

15. MNMpoTokonbl TpaHCnopTHOro 1 ceaHcooro yposHen (TCP, UDP). Obnacte npuMeHeHus,

YyHKUUKN, NPUHLMA 1 OCOBEHHOCTN paboTbl.

16. Peann3auum cTekoB NpoTOKONOB 6a30BON 3TaNOHHOW MOAENV B3aUMOLENCTBUSA

OTKPbITbIX

CUCTEMBI.

17. CeteBas cnyx6a DHCP. ObnacTtb npumeHeHuns, yHKLUN, OCOBEHHOCTU, NPUHLMN

paboTbl.

18. CeteBas cnyx6a DNS. ObnacTtb npyMmeHeHus, yHKUUKN, NpUHLMN paboThbl.

19. CeteBas cnyx6a WINS. Obnactb npuMmeHeHus, yHKUMN, OCOBEHHOCTU, MPUHLMN

paboTbl.

20. Cnocobbl paspeweHusi NetBios-umeH B IP-agpeca.

21. CpaBHUTENbLHbIN aHaNM3 TONOSOrMYEeCKNX Moaernien ceTen, AOCTOMHCTBA U HEAOCTaTKM.

22. Tunbl 6paHamayapoB, NpMHUMNbI paboTbl BpaHaMayapoB pasfnnyHbIX TUMOB, X MECTO B
apxuTeKkType npeanpuaTus.
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